How to View an Encrypted Email
(using your MassBay Email)

An encrypted message is delivered to a recipient’s inbox just like any other email message, but it contains
an encrypted HTML file attachment (which is the actual email).

After opening the attachment, the recipient can sign in or use a one-time passcode to view the message on
the Office 365 Message Encryption portal. The email includes instructions for viewing the encrypted
message.

These instructions work using either your office’s MassBay Outlook account or your MassBay Web Outlook
account.

The graphics below are from Web Outlook within the Microsoft Edge browser.

1 Log into your MassBay email account

o [encrypt] This is an encrypted message
Spool, Richard

Today, 4:16 PM

Note: there are two ways of recognizing an © o Richard
2 encrypted email:
1. The “word” [encrypt] will be displayed | messagehmnl g v
SomeWhere in the SUbjeCt Iine eD(m.'Hl:m(! Save to OneDrive - massbay.edu

2. The text will note that you received an

You've received an encrypted message from RSPOOL@massbay.edu

encrypted emall To view your message
. Save and open the attachment (message.html), and follow the instructions
3_ The encrypted “message” IS attached Sign in using the following email address: RSPOOL@massbay.edu
i : This email message and its attachments are for the sole use of the intended recipient or recipients and may contain
To begm the process to read the encrypted email confidential information. If you have received this email in error, please notify the sender and delete this message.
5] Message encryption by Microsoft Office 365

4. Click on Download

The encrypted email will be copied to the Download folder

Depending on the browser that you are using, you will be able to open the file by:

3 Chrome: _
- M ¥
Dpening message.htm x

e Check the “box” on the lower left side of the screen R —

message [3)hmi o
r ge (3) ey qd e

Firefox: [ L P,

from: batp/joutiokoffice.com

What thould Feefox do with this file?

e Check the popup Window of the screen o G G i i
() Save File
Ed ge : [ D thin gutematically for fies Eke this frem now an.
e Check the “box” on the lower left side of the screen
message (S).html finished downloading. Open Open folder View dawnloads <
Other browsers will display similar options. E”C%I;ted message
After clicking on.the attachment, a similar display will appear as CDANIELE@massbay.edu
the one on the right
. To 9
1. Who sent the encrypted email train365@massbay.edu
2. To whom it was sent... To view the message, sign in with a Microsoft account,
your work or school account, or use a one-time passcode
=) Signin 9
2/16/2017 (3) Use a one-time passcode 9

B Message encryption by Microsoft Office 365




..and the two methods of enabling you to read the

encrypted email

3. By signing in using your MassBay email address

OR

4. By using a one-time passcode

and password -

Sign in method:

Click on Sign in (® above)

The screen will change to the one on the rlght
Select Work or school account

Because you are already logged into your
MassBay email account, you will not be asked
to log in again and the encrypted message will
automatically be displayed

An example is shown on the right

e Any attachment will open in the “usual” way -

Passcode method:

Click on Use a one-time passcode
(® above in step 4)

The screen will change to something like
the one on the right

Note that you have 15 minutes to check your
MassBay email and to copy the passcode and
paste it into the Passcode textbox

Return to your MassBay email account and
open the email from Microsoft Office 365
Message Encryption (see example on right)

Copy the passcode

Which account would you like to sign in with to view your encrypted
message?

. . Microsoft account

Sign in with the account you use for OneDrive, Xbox LIVE, Outlook.com, or other
Microsoft services.

Work or school account
Sign in with the account provided by your work ar school to use with Office 365 or
other Microsoft services

Don't want to

sign in?

[Encrypt] Here is the transcript you requested

Use a one-time passcode to view the message

opher < CDANIELE@massbay edu>

Dear Miss Dos,

amached is the requested transcript. Please feel fres 1o contact me with any further raquesss.

We sent a passcode to train365@massbay.edu.

Please check your email, enter the passcode that corresponds with the
reference code, and click continue. The passcode will expire in 15 minutes.
Reference code: 7644

Passcode ||

L] This is a private computer. Keep me signed in for 12 hours

—) Continue

Didn’t receive the passcode? Check your spam folder or get another passcode.

Your one-time passcode Lo view the message

Use the passcode to sign in

Return to the passcode screen

1. Paste the passcode into the Passcode
textbox

e Make sure that there are no spaces on the end

of the passcode
2. Click Continue

The encrypted message will appear
(an example is shown on the right)

10

e Any attachment will open in the “usual” way

Note: if you reply to an encrypted email,
your reply will also be encrypted

2/16/2017

= 75308005

Tor view your message, type the passcode inlo the web page where you
requested it This passcode malches reference code 7644,

NOTE: This passcode expires 15 minutes after i was requested.

Reference code: 7644
Passcode (75308005 @

[ This is a private computer. Keep me signed in for 12 hours.

2y .
'\—p Continue 9

[Encrypt] Here is the transcript you requested

Danicle. Christopher <« CDAMIELE@massbay edu»

Dear Mz Dog

Afzacnad i the regUEIed TENSCIpL PhEase fee fed 19 CONTICE M WIth 4y Frthar regues
[
chis




